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ANbMEHEBCKAN
MYHULIMMAMBHBIA OKPY KYPFAHCKOW OBJIACTH

AOMUHUCTPALIUA
ANNbMEHEBCKOI'O MYHULIUINAIIbHOIO OKPYT'A
KYPTAHCKOU OBJNNIACTHU

NMOCTAHOBJIEHUE

16.07.2024 1. Ne 70
c. ArnlbMeHeBO

06 yTBepxaeHuun NMonntnkmn niopmaumMoHHon 6esonacHoOCTH
B AAMUHUCTpauun AnbMeHeBCKOro MyHuumMnanbHoro okpyra KypraHckon obnacrtu

B uensx obecnevyeHnss umH@oOpmMauMoHHOM 6GesonacHoCcTM B AAMUHUCTPaUMK
AnNbMEHEBCKOro  MyHuMumnanbHoro okpyra KypraHckom obnactm  AgmuHucTpauums
AnbMeHeBCKOro MyHuuunanbHoro okpyra KypraHckon obnactu
NMOCTAHOBJAET:

1. YTtBepautb [lonuTuky WHMOPMaUMOHHOW ©GesonacHocTM B AQMWHUCTPaALUUK
AnbMeHeBCKOro MyHuumnanbHOro okpyra KypraHckon obnactu cornacHo MNpUOXKEHUIo K
HaCTOSILLEMY MOCTAHOBNEHUIO.

2. Hactosiwee noctaHoBneHve onybnukoBaTtb B nopsake, NnpeaycMOTPEHHOM YCTaBoM
AnbMeHeBCKOro MyHuuunanbHoro okpyra KypraHckon obnactu.

3. Hactosawee noctaHoBrneHne BCTynaeT B Ccuiy nocne ero oduumanbHOro
onybnukoBaHus.

4. KOHTpOMb 3a WUCMOMHEHMEM HACTOALWEro MNOCTaHOBMNEHUA BO3MOXUTb Ha
ynpaesndawowero agenamun  AgMuHuUcTpaumm  AnNbMEHEBCKOrO0  MyHMUMMNANbHOrO  OKpyra
KypraHckon obnactu.

'maBa AnbmeHeBCKOro
MyHuUMNanbHoro okpyra KypraHckon obnactu A. B. CHexko

ucn. Bonkos C.A. Ten. 9-12-09



MpunoxeHne

K NOCTaHOBMEHUIO AoMuHMUCTpaumm
AnNbMEHEBCKOro  MyHWUMNAnNbHOro  oKpyra
KypraHckon obnactn ot 16.07.2024r. Ne 70

«06 yTBEPXKOEHUMN MonuTukm
MHOPMaLNOHHOM 6es3onacHocTn B
AOMUHUCTpauum AnbMeHeBCKOro
MYHULMNANbHOTO okpyra KypraHckon
obnactn»

Monutuka

MHc¢popmaunMoHHOM 6Ge3onacHocTM B AgMUHUCTpaunm AnbMeHeBCKOro
MyHuuunanbHoro okpyra KypraHckoun obnacrtu

Pa3pen |. O0wune nonoxeHusa

1. NMonutuka nHopmauynoHHon 6e3onacHocTn (ganee — MNMonutuka) B AQMUHUCTpaUmmn
AnbMeHeBCKOro MyHuumMnanbHoro okpyra KypraHckon obnactu onpegensieT uenum n 3agayu
cucTeMbl obecneyeHns MHopMaunMoHHON 6e30MacHOCTU U yCTaHaBNMBAET COBOKYMHOCTb
npaswun, TpeboBaHnn 1 NPUHUMNOB B 0651acTn MHGOPMaLMOHHOM Be30MacHOCTM, KOTOPbIMU
pykoBoacTByeTcs AQMUHUCTpauus AnbMEHEBCKOro MyHuumnanbHOro okpyra KypraHckomn
obnactu (ganee — AgMMHUCTpauuns), BKovast oTpacnesble ((PyHKUMOHANbHbLIE) OpraHbl U
CTPYKTYpHble nogpasgeneHmsa AAMUHUCTPaLUK, B CBOEN OEATENbHOCTMW.

2. OcHoBHbIMM uenamu MonuTukn sBnseTca 3awmuTta uHdopmauum n obecneveHve
apekTnBHOM paboTbl BCEN MHPOPMALMOHHO-BBIYUCIUTENBHOM CUCTEMBI AOMUHUCTPaLUN
Npv OCYLLECTBNEHUN OeATENBHOCTN.

3. O6uwee pykoBoacTBO obecnevyeHnem  UHGOpPMaUUOHHOM  Be3onacHoCTU
AgMuHUCTpaumm  ocyuwlectBnseT [naBa  ANbMEHEBCKOr0O  MyHMLMNANbHOrO  OKpyra
KypraHckon obnactu. B oTpacneBbix ((PyHKUMOHanbHbLIX) opraHax AOMUHUCTpauun C
obpas3oBaHMeEM OPUMAOMYECKOrO fvua, PYKOBOACTBO obecnevyeHmeM WH(OpMaLNOHHOM
6e30nacHOCTM OCyLecTBAAeT pPyKoBOAUTENb OaHHOro oTpacneBoro (OyHKUMOHAasIbHOrO)
opraHa.

4. KoHTponb 3a cobntogeHnem TpeboBaHmin no nHopmalMoHHOM 6e30nacHOCTUN HeceT
AOIMKHOCTHOE MU0, Ha3HaYeHHOe OTBETCTBEHHbLIM 3@ MH(OPMaUMOHHY0 Ge3onacHOCTb B
AOMUHMCTpaUu.

5. CoTtpyaHukn AagmuHucTpaumm o006a3aHbl cobnogatb MNopsiAok obpalleHnsa ¢
KOHUMAEHUMANbHbIMM OOKYMEHTAMMU, KIHYEBLIMA HOCUTENAMW W OPYron 3alumuiaemom
nHopmauunen, cobnogatbe TpeboBaHus HacToawen [MoNUTUKM U MHBIX [LOKYMEHTOB,
pernameHTUpYLWNX AesaTenbHOCTb B 06nactn nHpopmaunoHHon 6e3onacHoCTu.

Paspen Il. O6nactb npuMeHeHus

6. Hactoswas lNMonutuka pacnpocTpaHaeTcsa Ha Bce oTpacnesble ((PyHKUMOHamNbHbIE)
opraHbl U CTPYKTYpHble nogpasgeneHvs AgMuHucTpauum n obssaTenbHa K UCMOMHEHUIO
BCEMM ee coTpyaHukamu. [lonoxeHuns Hactoswen [MonuTUKM NpUMEHUMbl  Ons
MCMONMb30BaHMA BO  BHYTPEHHUX  HOPMATUBHbIX UM METOOUYECKMX  OOKYMeHTax
AOMUHUCTpaUMN.

7. Oencteue lMonuTukm He pacnpocTpaHAEeTCs Ha OTHOLUEHWSA, BO3HUKawoLWue rnpu
obpaboTke MHpopmauun orpaHNYEHHOro JOCTyna, cogepXallen cBeJeHns, CocTaBnsawLLme



rocygapCTBEeHHYI TanHy. 3awumta nHpopmaumm, cogepxallen cBeaeHusi, coctaBnsowme
rocygapCTBEHHYIO TaWHy, OCYLEeCTBNAeTCsd B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccurickon ®epepaummn o rocyqapCTBEHHON TanHe.

Pasgen |ll. TepmuHbl 1 onpeaeneHusn

8. B HacToswen NMNonutrnke ncnonbayTcs crnegyowme TepMUHLbI:

ABTOomaTuanpoBaHHaa cuctema (AC) - cuctema, cocToswas M3 nepcoHana wu
KOMMsekca cpefcTB aBToMaTU3auun ero AesTenbHOCTU, peanuayowas MHPOPMaLMOHHYHO
TEXHOJOIMIO BbINOSTHEHNS YCTAaHOBMEHHbIX OYHKLINNA.

Ayant nHdpopmaumMoHHon Ge3onacHOCTM AAMMHMUCTpPaLMKM - MPOLIECC MPOBEPKM
BbINOSIHEHNSA  YCTAHOBMEHHbIX TpeboBaHui no  obecneyeHnto  MHGOPMALMOHHOM
6esonacHocTn. MoxeT NpoBOAUTLCS Kak caMon AgMUHUCTpaUMen (BHYTPEHHUIN ayauT), Tak
N C NpuBreYeHneM He3aBUCUMbIX BHELLIHMX OpraHn3aumin (BHELWHUI ayauT).

JocTynHocTb MHdOpMauUM — COCTOSAHME MHGOPMaLMK, NMPU KOTOPOM CYOBEKTHI,
nmeroLme npaesa A4oCcTyna, MoryT peanu3oBaTtb ee 6ecnpensaTCTBEHHO.

3awmwaemaa wuHdopmauua — uHPopMauMs,  SBAKOWAACA  NpegMeToM
CcOBCTBEHHOCTN W noanexauwasi 3awute B COOTBETCTBUM C TpeboBaHMSIMW MNpPaBOBbIX
AOKYMEHTOB unn TpeboBaHusaM, ycTaHaBNMBaeMbIM1 COOGCTBEHHUKOM MHpopMaLmn.

UHdopmauma — cBegeHus (coobuieHusi, [aHHble) He3aBUCMMO OT OOpMbl  UX
npeacTaBneHus.
MHdopmaumoHHaa cuctemMa - COBOKYMHOCTb coepxawmxcs B 6asax [aHHbIX

nHpopMmauun n obecneunBarownx ee o06paboTky MHEPOPMALMOHHBIX TEXHOMOMMA U
TEXHUYECKUX CPeaCTB.

MHdopmMaumMoOHHaaA TeXHONorns - COBOKYMHOCTb MNpaBws, MPUEMOB U METOAOB
NPUMEHEHNSA CPeaCTB BbIMUCAUTENBHOM TEXHUKU ONs1 BbINOMHEHUS (DYHKUMIA XpaHEHWUs,
obpaboTkn, nepegaym n NCNonNb3oBaHUSA NPON3BOACTBEHHON, (PUHAHCOBOW, aHANUTUYECKOM
NI MHOM MHPOPMaLINN, CBA3AHHOM C PYHKLMOHMPOBaHNEM AOMUHUCTPaLN.

MHdOpMaLMOHHBIA TEeXHONMOrMYECKMA npouecc - YacTb MNPOU3BOACTBEHHOIO
TEXHOSOrMYeckoro npouecca, cogepxailias onepauuu Hag mHdopmaumen, Heobxoanmom
Anst PyHKUMOHMPOBaHNA AOMUHUCTPaLINN.

UHdopmaumoHHaa 6e3onacHoCTb AQMMHMUCTPaAUUU - COCTOSIHME 3alLULLEHHOCTU
NHGOPMAaLMNOHHBIX aKTUBOB ALMUHUCTPALUM B YCNOBUSAX Yrpo3 B UHGOpMaLUVOHHOW ciepe.
3almeHHoCcTb gocturaetca obecneyeHnemM COBOKYMHOCTM CBOWCTB MHGOPMaLMOHHOM
6e3onacHOCTM KOHMMAEHUMANbHOCTbLIO, LeNOCTHOCTLIO, AOCTYMHOCTLIO MH(POPMAaLMOHHbIX
aKTUBOB M UHPPACTPYKTYPbl AOMUHUCTPALNN.

MHdopmMaunoHHble pecypcbl — OTAENbHble AOKYMEHTbl U OTAEeNbHble MacCUBbI
AOKYMEHTOB, [OOKYMEHTbl W MacCuBbl [JOKYMEHTOB B WH(OPMAUUNOHHBLIX CUCTEMAaX:
BubnuoTekax, apxmBax, PoHaax, baHkax AaHHbIX, APYrMX BUAOB MH(POPMALNOHHbBIX CUCTEM.

KoMnbloTepHbIM  MHUMAEGHT —  (PakKT  HapyweHuss  unuM  npekpawieHus
dYHKUMOHUPOBaHUA 0b6bekTa nHopmaLumoHHon nHdpacTpykTypbl Poccuiickon ®enepaunm
n (Mnn) HapylweHus 6esonacHocT obpabaTbiBaeMon TakuM 06 bEKTOM MHpopmaunn, B TOM
yuncre Bbl3BaHHbIN KOMMNbIOTEPHOW aTakoW.

KoHdumaeHumanbHoCTb MHMOpMaumum - obsizatenbHoe AN BbINOMHEHUS NULOM,
NoNyYMBLUMM AOCTYN K OonpeaeneHHon MHgopmauumu, TpeboBaHne He nepefaBaTb Takyto
MHopMaUuio TpeTbMM Nnam 6e3 cornacus ee obnagaTens, eCrnv UHoe He NPeLyCMOTPEHO.

MoHuTOopUuHr nHcopmaumoHHom Ge3onacHOoCTM AQMUHUCTPALUM - MOCTOAHHOE
HabnogeHne 3a obbekTamu, BAUAKOWMMKU Ha obecnevyeHne UHPOPMALMOHHON
6esonacHocTM AgMuHUcTpauum, cbop, aHanma n o6obLieHre pesynbTaToB HabngeHNs Noa
3agaHHble uenn. OObeKTOM MOHUTOPUHIa B 3aBUCMMOCTM OT Ueneh MOXeT ObiTb
aBTOMaTU3NPOBaHHas CUCTEMa WM ee 4acTb, WH(POPMAaUMOHHbIE TEXHOSIorMyeckme
npouecchl, MTHPOPMALNOHHLIE YCITYTN U NpoYyee.



HecaHKUMOHMpPOBaHHbLIK AOCTYN K WMHoOpMauum - [OCTyn K WHpopmaumn,
HapyLlalLwmi npasuna pasrpaHMyYeHns 0OCTyna C WUCMNOSib30BaHMEM LWITATHbIX CPeacTs,
npefocTaBnAemMbIX CpefcTBaMy BbIYUCAUTENBHOM TEXHUKU MM aBTOMAaTU3NMPOBaHHbLIMM
cuctemamu. [log wrTaTtHeIMM cpeacTBaMyM MOHUMAETCS COBOKYMHOCTb MPOrpaMMHOro,
MUKPOMNPOrpaMMHOro 1 TEXHNYECKOro obecneyeHnsa cpeacTs BblMUCUTENBHON TEXHUKN UK
aBTOMaTU3NPOBAHHbLIX CUCTEM.

O6napatenb Hcopmauum — NMLIO, CaMOCTOATENBHO Co34aBLUee NHPopMaLno Unu
noyymBlLLEe Ha OCHOBAHWW 3aKOHa WMNW [OroBopa nNpaBo paspellaTtb UM orpaHnYMBaThb
AOCTYN K MHbopmaunn, onpeaensaemMon no Kakum-nmbo npusHakam.

OObekT 3awmTbl MHGpopMauuMum -  UHpOpMauus, HoCUTENb MHGOPMaUMU UK
MHPOPMALMOHHBIN MPOLIECC, KOTOPbIN HEOOXOAMMO 3awuwaTb B COOTBETCTBUM C LENbLO
3awmTbl MHopMaLmN.

Ob6ecneyeHune MHOpMaLUOHHOMN 6e3onacHocTun - OCyLLEeCTBNeHne
B3aMMOYBSI3aHHbIX MPaBOBbIX, OPraHN3aunOHHbIX, HAay4YHO-TEXHUYECKUX, NH(POPMaLIMOHHO-
aHanuMTUYyecKnx, KaapoBblX W MWHbIX Mep MO NPOrHO3MPOBaHWMIO, OBHapYyXeHwuto,
COEPXMBaHUIO, NPeAoTBPALLEHNIO, OTPAXKEHUIO MHMOPMALMOHHBIX Yrpo3 W nNUKBMaaumm
nocneacTBUM UX MPOSIBNEHUS.

Monutnka 6e3onacHocTu WMHdOPMaUUN — COBOKYMHOCTb [OKYMEHTMPOBAHHbIX
npasun, npoueayp, MNpPakTU4ECKUX MPUEMOB UMW PYKOBOOALUMX NPUHUMNOB B obnactu
BGe3onacHOCTM UWHGOPMauuK, KOTOpPbIMM pyKOBOACTBYeTCSs AAMUHUCTpaUMsi B CBOeW
AeATEeNbHOCTM.

Puck - mepa, yuuTbiBaloLass BEPOATHOCTb peanusauum yrposbl U BeENUYMHY NoTepb
(ywepba) oT peanunsauum 3TON yrposbi.

Ponb - 3apaHee onpegeneHHass COBOKYMHOCTb MNpaBwusl, YycTaHaBNMBaOLLNX
AONyCTUMOE B3aMMogencTBne mexay cybbektom u obbektom AamuHucTpaumn. K
cybbekTaM OTHOCATCS COTPYAHUKM AOMUHUCTpaLNUKU, NOCETUTENN, a Takke UHULMMPYyEeMble
OT X UMEHN AenCTBUS Hag obbekTamn. ObbekTaMu ABASIOTCA annapaTtHble U NPorpaMMHble
cpeactea, WMHMOPMAUMOHHbIE  pecypcCbl, YCNyrM KW MpoLeccChbl, cocTaBnswwme
aBTOMaTU3NPOBAHHYIO CUCTEMY.

CpeactBo 3awWuTbl MH(pOpMaUUMM — TexHU4eckoe, MNporpamMmHoe, MnpPorpaMmmHo-
TeXHMYEeCKoe CpeaCTBO, BELLECTBO M (UNKn) maTtepuan, npeaHasHayeHHble Ans obecneyeHus
3aWmThbl MHopMaLmN.

Yrpo3sa — COBOKYMHOCTb YCHOBUM W (DAKTOPOB, CO34alOLUMX MOTEHUMANbHY WUu
pearibHO CyLEeCTBYIOLLYKO OMNAaCHOCTb HapyLleHna 6e3onacHOCTU MHGOpMaL K.

YA3BUMOCTb — CBOMCTBO WHAGOPMALMOHHOM CUCTEMbI, OOycnasnueatoLlee
BO3MOXHOCTb peanusaunm yrpo3 6esonacHocTn obpabatbiBaemMon B Hel MHGoOpMauum
AneKkTpoHHas noanucb - uWHGOpPMaUMss B 3NEKTPOHHOM dopmMe, KoTopas

npucoeauHeHa K Apyrom uWHpopmMaumm B 9NeKTPOHHOM ¢opme  (nognucbiBaemomn
MHOpMaLUKN) NN MHbIM 06pPa3oM CBA3aHa C Takom MHopMaLMEN 1 KOTopasi UCMOSb3yeTcs
ANs onpegeneHus nvua, NognucbiBatoLWero MHopmMaLumio.

Pasgen |V. NepevyeHb HOpMaTUBHbIX NPaBOBbIX akTOB Poccunckon Pepepauum,
HOPMAaTUBHbLIX U METOANYECKMX OKYMEHTOB, a TaKXkKe HauuOHanbHbIX CTaHAAPTOB,
AeucTByOLWMUX B obnactn obecnevyeHns nHpopmMaLMoHHON 6e3onacHoCTH,
KOTOPbIMM crieayeT PyKOBOACTBOBATbLCA ANnA obecneyeHMA MH(pOPMaLMOHHON
Oe3onacHocTHn

9. Hactoswasa [llonutnka paspabotaHa ¢ yyeToM TpeboBaHU CrieayroLmnX
HOpMaTMBHbIX NpaBblix akToB Poccunckon dPegepaunun, HOPMATUBHBLIX U METOOUYECKUX
AOKYMEHTOB, a TakKe HaLMOHanbHbIX CTaH4apTOB, AENUCTBYOWMX B obnactu obecneveHuns
MHOPMaLMOHHON 6E30MacHOCTU:



- ®epepanbHbin  3akoH oT 27.07.2006 r. Ne 149-03 «O6 wHdopmaumn,
MHGOPMALMOHHBIX TEXHOMOMMAX N O 3aLunTe nHpopmaummny;

- ®epepanbHbi 3akoH OT 27.07.2006 r. Ne 152-d3 «O nepcoHanbHbIX AaHHbIX»;

- [lokTprHa nHgopmaumnoHHon 6esonacHocTn Poccuiickon Pegepaumm, yTBepXaeHHas
Ykasom lNpesngeHTta Poccuinckon Pepepaumm ot 05.12.2016 r. Ne 646;

- lNepevyeHb cBegeHW KOHMUOEHUMANBLHOIO XapakTepa, YTBEpPXAEHHbIN YKa3oMm
MpesngeHTta Poccuinckon denepaumm ot 06.03.1997 r. Ne 188;

- Yka3 lNpe3ngeHta Poccuinckon depepaumm ot 17.03.2008 r. Ne 351 «O mepax no
obecnevyeHnto  MHGopmaunoHHonm  GesonacHoctn  Poccuiickon — depepaummn  npu
MCNONb30BaHMN  UH(POPMALNOHHO-TENEKOMMYHUKALMOHHBIX ~ CEeTEN  MeXAYyHapOAHOro
MHOPMaLMOHHOIo obmeHa;

- Yka3 lNMpe3ngeHta Poccuinckon depepaumm ot 03.04.1995 r. Ne 334 «O mepax no
cobniogeHntio  3akoHHoCTM B obnactu paspaboTku, Npou3BoACTBa, peanu3aumm u
aKkcnnyaTauun LWndpoBarnbHbIX CPeacTB, a Takke npegocTaBrieHus ycnyr B obnactu
LWwndppoBaHna nHopMauunmy»;

- TpeboBaHuS K 3aLmMTe NepcoHanbHbIX AaHHbIX Npy nx 06paboTke B MIHPOPMaLMOHHbIX
cucTeMax nepcoHarnbHbIX AaHHbIX, YTBepXaeHHble [locTaHoBneHnem [lpaBuTtenbcTBa
Poccuinckon ®egepaummn ot 01.11.2012 r. Ne 1119;

- MonoxeHne 06 ocobeHHOCTAX 06paboTKN NEpPCOHarbHbIX AAHHbIX, OCYLLECTBNAEMOM
6e3 wucnonb3oBaHWs CPeacTB  aBTOMaTM3auumn, yTBepXaeHHoe [locTaHoBneHMeM
MpaButenbctBa Poccuinckon ®epepaumm ot 15.09.2008 r. Ne 687,

- [epevyeHb Mep, HanpaBfeHHbIX Ha obecneyeHne BbINONMHEHNA 06A3aHHOCTEN,
npeaycMoTpeHHbix PegepanbHbiM 3akoHOM «O nepcoHarnbHbIX AaHHbLIX» U MPUHATHIMU B
COOTBETCTBUN C HMM HOPMaATUBHbIMM MPABOBLIMW akTaMu, onepaTopamu, SIBMSOWMMUCS
rocygapCTBEHHbIMU UMW MYHUUUNANbHLIMA OpraHamMu, yTBEpPXAEHHbI [MocTaHOBRNEHNEM
Mpasutensctea Poccuickon ®enepaumm ot 21.03.2012 r. Ne 211;

- TpeboBaHuA Kk NOPSAKY CO3OaHus, pa3BUTUSA, BBOAA B SKCMyaTauuio, akcnnyaTaumm
M BbIBOAA M3 3KCMNyaTauumn rocyaapCTBEHHbIX MH(OPMALMOHHBIX CUCTEM U OanbHENLIEro
XpaHeHus cogepxawenca B uMx 06aszax [gaHHbIX  MHGOPMauMK, YTBEPXOEHHbIE
MoctaHoBneHue MNpaButensctea Poccunckon depepaumm ot 06.07.2015 r. Ne 676;

- TpeboBaHusa 0 3awmTe UHOPMALUK, HE COCTaBMSOLLEN rOCYy4apPCTBEHHYO TalHY,
cogepXallenca B rocyaapCTBEHHbIX MHEAOPMAUMOHHBIX CUCTEMaXx, YTBEPXKOEHHbIe
npukazom PCTIK Poccum ot 11.02.2013 1. Ne 17;

- CoctaB U copepXaHue OpraHM3auMoOHHbIX U TEXHUYECKMX Mep no obecneveHuto
6e30nacHOCTM NepcoHarnbHbIX AaHHbIX NpyU X 06paboTke B MHAOPMALMOHHLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, yTBepXaeHHble npukazom ®CTIK Poccum ot 18.02.2013 r. Ne 21;

- CoctaB u cogepxaHne OpPraHM3auMOHHbBIX U TEXHUYECKMX Mep no obecneveHuto
6e3onacHOCTM NepcoHanbHbIX AaHHbIX NpU nx ob6paboTke B MHEAPOPMALMOHHBLIX CUCTEMAX
NnepcoHanbHbIX [OaHHbIX C WUCMOMb30BaHMEM CPEACTB KpUNTOrpadouyeckon 3almThbl
nHpopmauun, HeobxoauMbIX ANs  BbINOSIHEHUS  YCTaAHOBMEHHbIX [1paBUTENBCTBOM
Poccurickon ®epepauun TpeboBaHM K 3alUMTE NEPCOHANbHbIX OAHHbLIX ONS KaXOoro 13
YPOBHEN 3alUMLLEHHOCTU, yTBEpXAeHHble npukazom ®CB Poccun ot 10.07.2014 r. Ne 378;

- [lonoxeHne o paspaboTke, nNPOM3BOACTBE, peanu3aumm W 3KcnnyaTaumm
WwndpoBanbHbiX (KpunTtorpadu4ecknx) CpeacTB 3awuTbl MHGOPMaUUW, YTBEPXAEHHOE
npukasom ®CB Poccun ot 09.02.2005 r. Ne 66;

- MHcTpykums o6 opraHmnsaumm n obecneyveHnmn 6e3onacHOCTU XpaHeHusi, 00paboTku
nepegayv no KaHanam CBS3M C UCNOSIb30BaHMEM CPEACTB KpunTorpaduvyeckon 3allmThbl
MHpopMauun C orpaHuMYeHHbIM LOCTYMNOM, He coAepkallen CBedeHWW, COCTaBMsHLNX
rocy4apCTBEHHYIO TarHy, yTBepxaeHHas npukasom GPAMNCU ot 13.06.2001 r. Ne 152;

- MeToguyecknn OokymeHT «Mepbl 3aWwmTbl MHpOPMaUMM B TFOCYAAPCTBEHHbIX
MHPOPMaLMNOHHBIX cuctemaxy, yteepxaeHHboin ®CTOK Poccun 11.02.2014 r;

-TOCT P 50922-2006 OCHOBHblE TEPMWHBI 1 ONpeaeneHns;



-FOCT 34.602-89 WHdbopmauuoHHas TexHonormda. Komnnekc craHgapToB Ha
aBTOMATU3NPOBaHHbIE CUCTEMBI. TEXHUYECKOE 3afaHne Ha Co3gaHne aBToOMaTU3MpPOBaHHOM
CUCTEMBI;

- FOCT 51583-2014 3awumTta nHgopmaumu. Nopsaaok cosgaHns aBTOMaTU3MPOBaHHbIX
CUCTEM B 3aLLMLLEHHOM UCMOSTHEHWUM;

- TOCT P 51624-2000 3awuta uHdopmauuun. ABTOMATU3UPOBAHHbIE CUCTEMbl B
3awmueHHom ncnonHeHun. Obwue TpeboBaHus;

- TOCT P UCO M3K 17799 - 2005 «NHpopmaumoHHaa TexHonorus. lNpaktnyeckue
npasuna ynpasneHns NHPoOpMaunoHHOM 6€30MacHOCTbIOY;

- TOCT P ISO/M3K 27001 «MHdopmaumnoHHas TexHonorna. MeTtoabl U cpefncrea
obecneyeHuns 6esonacHocTn. CUCTEMbl MeHeKMeHTa MHdOopMaLMoHHOM 6e30nacHOCTW.
TpeboBaHus».

Paspen V. OcHOBHbIe NpUHUUNbLI 06ecnevyeHna MHPOPMaLMOHHON 6e30nacHOCTHU

10. OcHOoBHbIMY MpUHLMNamMK obecnedyeHns MHopMaLmMoHHoN 6e3onacHoCTU (aanee -
NB) aensatoTca:

1) NOCTOSIHHBIN U BCECTOPOHHWUIN aHanu3 AC 1 MH(POPMaLMOHHBIX TEXHOMOMI C LeSbio
BbIABNEHNSA YA3BMMOCTEN NMHPOPMALIMOHHBLIX cMcTeM AOMUHUCTpaLnK;

2) cBoeBpeMeHHoe obHapyxeHne npobnem, NOTeHUnanbHO CNOCOBHbLIX MOBMUATL Ha
B AgMnHUCTpaummn, KoppekTupoBka MoLenen yrpos;

3) paspaboTka M BHegpeHue 3aWUTHbIX Mep, afdeKBaTHbIX XapakTepy BbISIBIIEHHbIX
yrpos, ¢ y4eToM 3atpaT Ha UxX peanusaumio 1 COBMECTUMOCTU ITUX Mep C OENCTBYIOLLMM
TEeXHoMnorn4yeckum npoweccom. Npn aTom mMepsbl, NpuHMMaemble ana obecneyeHus UMb, He
OOMMKHbI YCMOXHATb OeATENbHOCTb AAMUHUCTpaUMK, a Takke MOBbIWaTb TPYOOEMKOCTb
TEXHOSOrMyecknx npoueccos 06paboTkn MHpopMaumm u cosgaBaTb AOMNOSHUTENbHbIE
CMNOXHOCTY;

4) KOHTPOSb 3P PEKTUBHOCTM NPUHUMAEMbIX 3aLLMUTHBLIX MEp;

5) nepcoHudukaumMs 1 agekBaTHOe pasferieHne poner U OTBETCTBEHHOCTU Mexay
paboTHMKaMn AOMUHUCTpPALMM, UCXOOA M3 NPUHUMNA MNEepPCOHanbHOM W eANHONNYHON
OTBETCTBEHHOCTM 3a COBepLUaeMble onepaumu.

Pasgen VI. Uenu n 3agauu nHcpopmaumoHHON 6€30nacHOCTU

11. OcHOBHOM LENbIO MHoOpMaUnoHHoON 6e3onacHOCTM  ABMSIeTCA  3awmTa
MHopMauuK, cogepxallencs B UHPOPMaLMOHHbIX cuctemax AgMUHUCTpaummn ot Hanbonee
pacnpocTpaHeHHbIX yrpos nHdOpMaLOHHON ©e3onacHocTH, BbI3BaHHbIX

HeadPEKTMBHOCTBLIO NpoLeayp KOHTPONS, TEXHONOIrMYeCckMx c60eB, HeCaHKLMOHNPOBAHHbIX
AENCTBUA COTPYOHUKOB MM MHbIX (OOPM HE3AKOHHOIO BMELLATENbCTBA B MHPOPMaLMOHHbIE
pecypcbl 1 MHPOPMAaLIMOHHbIE CUCTEMBI.

YKkasaHHass UuUenb A0oCTMraeTtcs MnocpeacTtBoM  obecneyeHust M NOCTOSIHHOrO
nogaep)xaHus KoHOUAeHUManbHOCTU, LLeNOCTHOCTN N AOCTYMHOCTM MHAOPMaLMW.

12. Ins OOCTMXKEHMS Lenun 3almThbl 1 obecneveHms ykasaHHbIX CBOMCTB MHopmaumum
cuctema obecneyeHuss  MHoOpmaumMoHHOM  GesonacHocTM gommkHa obecneumnBaTtb
appeKkTMBHOE peLleHne cneayrLwmx 3agad, Taknx Kak:

- OUEHKa COCTOSIHMS WHGOPMaUMOHHOM 6e3o0nacHOCTW, MNPOrHO3MpOBaHME U
obHapyxeHne yrpo3 6e3onacHOCTM  MHGOPMauuMW, onpedeneHne  npUopUTETHbIX
HanpaBfeHUn NX NPeaoTBPAaLLEHNS N NMUKBUOALMN NOCNEACTBUIA UX NPOSIBNEHNS;

- YKpenneHuve BepTUKanuM YynpaeneHuss W UeHTpanusaumsa cun  obecnedeHus
MHopMaUNoHHOM B6e3onacHoCTN B AOMUHUCTPaLNK;



- COBEpLUEHCTBOBaHME WHMOPMALMOHHO-aHANIUTUYECKNX W HaYYHO-TEXHUYECKUX
acnekToB (PYHKLMOHMPOBAHNSA CUCTEMbI obecnedyeHns MHPopMaLMOHHON 6e30NacHOCTY;

- obecneyeHne cobntogeHns TpeboBaHun 3akoHogaTenbcTBa Poccuickon depepaumm
B obriactn nHdopmaunoHHon 6e3onacHocCTy;

- OpraHMsaumsa n KoopauHauusa pykosogctsoM AaMuHucTpauumn pabot no obecneveHmto
MHpopmaunoHHon 6e3onacHoCcTy;

- BO3MOXeHWe OTBETCTBEHHOCTUM 3a obecneveHve 6Ge3onacHOCTU MHGOpMauuMM B
MHPOPMALMOHHBIX CUCTEMAxX Ha Kaxdoro COTpyaHuKa AOMUHUCTpauUMM B npegenax ero
NMOSTHOMOYUI;

- obecneyeHne HenpepbIBHOIO (YHKUNOHUPOBAHUS WH(OPMALNOHHBIX CUCTEM U
cucTeMbl obecneyeHns tHGopMaunoHHon 6e30nacHOCTY;

- obecneyveHne adppekTmBHON paboTbl MEXAHM3MOB ONEepaTUBHOIO pearMpoBaHns Ha
KOMMbIOTEPHbIE NHUNAEHTbI MHOPMaLUMOHHON Be30NacHOCTY;

- BeJeHMe MOHUTOPUHra COCTOSIHUA 3aLLMLLEHHOCTN MHpopmauun npu ee obpaboTke B
MH(POPMALMOHHBIX cUcCTEMaX;

- 3awmTa OT BMewaTenbCcTBa B npouecc YHKUMOHUPOBaAHMSA MHEPOPMALMOHHON
CUCTEMbI NOCTOPOHHUX NKLL (AOCTYN K MHPOPMaLMOHHBIM pecypcam AOSMKHbI UMETb TOSbKO
3aperncTpupoBaHHbIe B YCTaHOBIEHHOM NopsiaKe Nofb3oBaTeni);

- pasrpaHvyeHue [ocTyna nonb3oBaTenen K WHGOPMaAUMOHHBLIM, annapaTHbIM,
NPOrpaMMHbIM U WHbIM pecypcam (BO3MOXHOCTb AOCTyna TONMbKO K TEM pecypcam U
BbINMOSIHEHUSA TOSMbKO TeX onepauuin C HUMKU, KOTOpble HeOBXOAUMbl KOHKPETHbIM
nonb3oBaTensaM AN BbINOMHEHUS CBOUX CNYXeOHbIX (TpyaoBblX) 06s13aHHOCTEN), TO eCTb
3aWnTy MHOPMaLMKM OT HECAHKLMOHNPOBAHHOMO JOCTYNa;

- 3awWmTa KoHpmaeHunanbHOM NHopMaLMmn OT YTEYKM NO TEXHUYECKUM KaHanam npu
ee obpaboTke, XpaHEHNN U Nepedaye no KaHanam CBs3MW;

- obecnevyeHne paboTtocnocobHOCTM  KpunTorpaduyeckux Ccpeacts  3alluTbl
NHdopMaLunu;

- MOCTOSIHHbIN KOHTPOSb BbINONHEHUA TpeboBaHMI 3akoHoAaTenbCcTBa Poccuinckon
depepaumm B obnactn obecneyeHns nHdpopmMaunoHHon 6e3onacHoCTy;

- CO3JaHMe CUCTEeMbl HEMNpPepbiBHONO O0y4yeHusi, TPEHUPOBKM U  NPOBEPKM
OCBELIOMJIEHHOCTN  COTPYAHMKOB MO  Bonpocam obecnevyeHuss  MH(OpMaLNOHHOM
©e3onacHocTK;

- obecnevyeHve 3awnTbl MHGOPMaUMM OT HECAHKUMOHMPOBAHHOIO  O0CTyna,
npeaoTBpaLleHne yTpaTthbl, NCKaXKXEHNS UMM YHUYTOXEHUS MHpOpMauun Ha atanax cbopa,
06paboTkn, XxpaHeHNa N NpeaocTaBNeHNs KOHEYHOMY NOTPebuTento Hpopmaunn.

13. TlocTaBneHHble OCHOBHble LenM K 3agadn obecnevyeHns WHGOPMAaLMOHHON
©e3onacHOCTM JOCTUraloTCS:

- yyeTOM BCexX noanexawmx 3almTte pecypcoB MHPOPMAUMOHHOM CUCTEMbI
(MHopMaumK, 3agad, AOKYMEHTOB, KaHanoB CBS3W, CepBepoOB, aBTOMATU3NPOBAHHbLIX
cucTem);

- NMOSIHOTOW n HENpPOTMBOPEYMNBOCTbIO TpeboBaHwui OpraHn3aunoHHO-
pacnopaauTenbHbIX  OOKYMEHTOB NO  Bonpocam  obecnevyeHuss  MHGAOPMaLMOHHOM
©es3onacHocTH;

- MOArOTOBKOW LOMKHOCTHbLIX NUL, (COTPYAHUKOB), OTBETCTBEHHbIX 3@ OpraHn3auuio u
OCYyLLECTBMNEHNE MepOoNpUATUIN No obecneveHnto MHPOpPMaLMoHHOM 6e3onacHOCTy;

- YeTKMM 3HaHMeM W CTporMm  cobnogeHnem BcemMuM  MNofb3oBaTensiMu
MHpOPMaLNOHHON cncTeMbl TpeboBaHMI OpraHN3aLMOHHO-pacnopaanTENbHbIX AOKYMEHTOB
no Bonpocam obecneyeHnst 6e3onacHOCTN HopMaLuu;

- NepcoHanbHOW OTBETCTBEHHOCTbID 3a CBOM [OENCTBUSA KaKOOro COTPYAHMKA,
MMerLero AoCTyn K WHPOPMALMOHHBIM pecypcaM, B pamKax BbIMNOSIHEHUS CBOWX
cnyxebHbix 06s13aHHOCTEN;



- 3dEKTUBHBIM KOHTPONIEM 3a cobnogeHnemM nonb3oBaTensaMm MHPOPMaLMOHHOM
pecypcoB 0bsi3aTenbHbIX TpeboBaHM No obecnedyeHnto NHpopMaLmMoHHOM 6e30nacHOCTMW.

Paspgen VIl. O6bekTbl o6ecnevyeHnss MH(popMaLMOHHON 6e3onacHOCTH

14. K obbektam obecneveHms mHpopmMaumoHHon 6e3onacHocTn B AQMUHUCTpaLnn
OTHOCATCS:

- WH(OpMaLMOHHblE pecypcbl, B KOTOpblXx oObpabaTtbiBaeTca MHOpMaLMA
OrpaHMYeHHOro [0CTyna, He coAepallas CBEAEHWW, COCTaBMASOLWMX FOCYAapCTBEHHYHO
TanHy (cnyxebHaa TanHa, nepcoHarnbHble AaHHble U Apyras UHOpMaLMa OrpaHU4YEHHOro
pacnpocTpaHeHust), a Takke obLieaocTynHasa nHdopmauus;

- cMCTeMbl (DOPMUPOBAHUSA, PACNPOCTPAHEHUS U UCMNOSIb30BAHUA UHAOPMALNOHHbIX
pecypcoB, Bko4vawwme cebs MHGpOopMaLMOHHbIE CUCTEMblI pPasfIMYHOrO Kracca Wu
HasHayeHus, npasBuna wu npoueaypbl cbopa, 00paboOTKM, XpaHeHUs U nepegayu
NHdopMaLuu;

- MH(bopMaUMOHHaAs MHGPACTPYKTYpa, BKMYawwasa LueHTpbl 06paboTkm n aHanusa
MHopMaunKn, cpeacTea, CUCTEMbI CBA3U U Nepegayn AaHHbIX.

Mpn aTOoM, B UHPOPMALIMOHHOM cUCTEME 0OBbEeKTaMM NHPOPMaLIMOHHON Be3onacHoCTU
ABNAITCA UMHOpMauus, cogepxawasca B WMHAPOPMALMOHHON CUCTEME, TEeXHUYecKune
cpeactBa (B TOM 4Mcne CpeactBa BbIMUCIUTENbHOM TEXHUKW, MaLUMHHbIE HOCUTENU
MHopMauuKn, cpeacTBa U CUCTEMbI CBA3M U nepegayvn OaHHbIX, TEXHUYECKNE cpeacTea
obpaboTkn OykBEeHHO-UMPPOBON, rpadmyeckon, BUOEO-, U peveBOor UHdOopMauun),
obLiecucrtemHoe, npuKnagHoe, cneumanbHoe nporpaMmmHoe obecneyeHne,
MHOPMAaLMNOHHBIE TEXHOMOMK, a Takke CpeacTBa 3alunTbl UHOpMaLUW.

Paspgen VIll. OcHOBHbIe HanpaBneHus aeATeNlbHOCTU AQMUHUCTpPaLUKn
no o6ecne4yeHntro MHHOPMaLMOHHON 6e30MnacHOCTH

15. [eqatenbHocTb no obecneyeHnto WHOPMaUNOHHOM 6e30nacHOCTU  OOSKHA
CnocoBCTBOBATb CHWXKEHUIO PUCKOB OT Yrpo3 B MHGOPMALMOHHOW cdepe, MOBbILLEHUHO
3IPPEKTUBHOCTM U YCTOMYMBOCTM B YyNpaBrieHUM WHGPOPMALUUOHHBIMK pecypcamMn wu
cucTeMamu.

16. K OCHOBHbIM HanpaeneHusm obecnevyeHnsa WHPOPMaLMOHHON ©e30onacHoCTU
OTHOCATCS:

- npaBoBoe o6ecrneyeHne WHGPOPMAaLUMOHHONW Ge3onacHOCTM — OeATenbHOCTb
HanpaBfeHa Ha co3gaHue M noadepXKaHue B akTyarnbHOM COCTOSIHUM CUCTEMbI NOKambHbIX
HOPMAaTMBHbIX  a@KTOB,  perfameHTUMpylLWmnX  AeATenbHOCTb  No  oBecneyeHuto

MHGOPMaLNOHHOW Be30MacHOCTY;

- opraHu3aumsa geaTenbHoCcTU no obecneyeHuo MHgpopmMaunMoHHON Ge3onacHoCcTU —
AEeATEeNbHOCTb HanpaBfeHa Ha co3faHue OOKYMEHTUPOBaHHbIX MpoueccoB obecneveHus
MHOpPMaLUNOHHOM B6e30MacHOCTU MeXay BCeMU nogpasaeneHnamm AgMMHUCTpaunu;

- obecneyveHne nHpopmaumoHHoM 6e3onacHOCTN NPK ynpaBrieHnn MHPOPMaLMOHHBIMU
pecypcamn — OesATenbHOCTb HanpaeneHa Ha wuaeHTudukaumoo, Knaccudukauuo
MHPOPMALMOHHBIX CUCTEM W PEecypcoB, a Takke MX BnagenbuesB, POPMUPOBaHUE U
nogaepxaHme HeobxooMmoro ypoBHS MHGOPMaLMOHHOM 6e30MacHOCTN MHPOPMAaLIMOHHBIX
pecypcos;

- obecnedyeHne WHMOpPMaUNOHHON ©Ge30nacHOCTU, CBA3aHHOE C COTPYyAHUKaMU —
OEATEeNbHOCTb HanpaBfeHa Ha MUHMMWU3AUMIO PUCKOB, BbI3BaHHbIX AENCTBUSIMU
COTPYOHMKOB B OTHOLUEHUN WHM(OPMALMOHHBIX PECYpPCOB, MyTEM CO34AHUSA CUCTEMbI
HenpepbIBHOro 00y4yeHus1, TPEHNPOBKN 1 NPOBEPKM OCBELOMIEHHOCTN BCEX COTPYAHUNKOB MO
Bonpocam obecneyeHmst MHPopmaLMOHHON 6e30nacHOCTY;



- (pusndeckasn ©e3onacHOCTb MHMOPMALMOHHBIX PecypcoB — OeATENbHOCTb
HanpaBneHa Ha MUWHMMM3aUMIO K NpeaoTBpalleHne yuepba, BbI3BAHHOMO (Gr3MyecKnm
BO34EeNCTBMEM Ha MH(OPMALMOHHBIE CUCTEMbI U PECYPCHI;

- obecneyeHne WHMOpPMALMOHHON 6e30MacHOCTM Ha 3Tanax >XWU3HEHHOro uuMknia
WHOPMaUUM B WMHAOPMALMOHHON WHMPPACTPYKTYpe — AeATenbHOCTb HarnpaefieHa Ha
MUHMMM3ALMIO PUCKOB, BO3HMKAKOLWMX B Mpouecce co3gaHusi, obpaboTkn, obmeHa wu
YHUYTOXEHUA MHOPMaLUK B MHOPMALMOHHBLIX CUCTEMAX;

- ynpasreHne SOCTYNOM K MHPOPMaUUVOHHbLIM pecypcamMm — AeATerNbHOCTb HanpaseHa
Ha co3gaHue nopsigka 4OCTyna K MHAPOPMAaUMOHHBLIM pecypcaM, KOHTPOSb M MOHUTOPUHT
A0CTyna;

- ynpaBfeHue uHUMgeHTaMm WHGOpMaUMoOHHON 6e3onacHOCTU — OesATENbHOCTb
HanpaBfieHa Ha npoBedeHMe MeponpuUATUMA N0 CBOEBPEMEHHOMY BbISBIIEHUIO U
pearmpoBaHuIO Ha NHUNAEHTbI MHGOpPMaLMOHHOM 6e3onacHOCTY;

- cooTBeTcTBME 0Os3atenbHbiM TpeboBaHNAM — OeATENbHOCTb HanpaBfieHa Ha
cooTBeTCTBME TpeboBaHUAM 3akoHogaTenbcTBa Poccuiickon degepaumn, nokKanbHbIX
HOPMAaTMBHbIX aKTOB MO obecneyeHnto MHpopmaLUMOHHON 6e30NacHOCTH.

Paszpgen IX. MpuHunMnbl oopMmupoBaHnAa cuctemMbl obecnevyeHns MHOPMaLMOHHON
6e3onacHocT B AOMUHUCTpaLUmn

17. TlocTtpoeHne cuctembl obecnedeHnss uHdoOpMaunoHHONn 6GesonacHoCcTM B
AOMUHUCTPaUMN N ee PYHKLMOHNPOBAHNE OCYLLECTBNSAETCS B COOTBETCTBMM C OCHOBHbLIMM
npuHUMnaMmn gopmMmMpoBaHust cuctemMbl obecnedeHns HPopmauMoHHON 6e3onacHOCTH.

18. K OCHOBHbIM  npuHUMNaAM  OPMMPOBAHUA  CUCTEMbI  obecnedveHuns
MHdOpMaLUNoHHON Be3onacHoCTN B AOMUHUCTPALMM OTHOCATCS:

- 3aKOHHOCTb — npepgnonaraeTt pa3paboTky cuctembl obecnevyeHmst MHPOPMaLMOHHOMN
Ge3onacHOCTM B COOTBETCTBMM C AEUCTBYHOLMM 3aKkoHogdaTenbcTBOoM Poccunckon
depepaumm B gaHHOM 0bnactu ¢ NpMMEHEHMEM BCEX LO3BOSIEHHbIX METOLOB OBHApPYXeHNS
M npeceyeHUs npaBoOHapywweHun npu pabote ¢ uHdopmaumen. Bce nonb3oBatenu
MHAPOPMALMOHHBLIX CUCTEM [OOSMKHbI MMETb npeacTaBneHme o6 OTBETCTBEHHOCTM 3a
npaBoHapyLleHns B obnactu obecneyeHns nHpopmMmauynoHHon 6e3onacHocCTy;

- CACTEMHOCTb — NnpeanonaraeT y4eT BCEX B3aMMOCBSA3aHHbIX, B3aUMOAENCTBYOLLNX U
N3MEHSIIOLLNXCS BO BPEMEHWN 3IEMEHTOB, YCNOBUN N haKTOPOB, MMEKLINX CYyLLIECTBEHHOE
3HayeHne ans MOHMMaHUS W pelleHns npobnembl obecneyeHus MHGPOPMaLMOHHOM
B6esonacHocTu. lMpu co3gaHuM CUCTEMbI 3alMTbl OOMKHbI Y4UTbiBaTbCA Bce cnabble u
Hanbonee yA3BUMbIE MeCTa MH(OPMALMOHHBIX CUCTEM, a TakKkKe XapakTep, BO3MOXHbIE
00BbEeKTbl M HanpaBfeHUs aTak Ha HUX CO CTOPOHbI HapyLIUTENen, NyTn NPOHUKHOBEHUS B
MHAPOPMALNOHHBIE CUCTEMbI M HECAHKLIMOHMPOBAHHOIO AOCTYNa K MHpopMauuu;

- UeHTpanusauus ynpasneHus — npeanonaraeT, YTo AeATeNnbHOCTb No obecnevyeHuto
NHOPMaLUMNOHHOM Ge3onacHOCTM AOfmkHa ObiTb BCTPOEHA B ynpaBfieHYECKME MNPOLECCHI
AOMUHUCTPAUMK, MNOAYMHATLCA  MOHATHBIM  PYKOBOAUTENSAM  3aKOHOMEPHOCTAM M
oueHmBaTbCA C NO3NUMA  3PPEKTUBHOCTM, ANA 3TOro npoueccobl obecneyeHus
MHOPMaLUNOHHOM B6e30MacHOCTU OOMKHbI BbITb OpraHN3oBaHbl 1 yNpaBsieMb;

- nepcoHanbHas OTBETCTBEHHOCTb — MpeanosiaraeT BO3NOXEHWEe MNepCoHanbLHON
OTBETCTBEHHOCTU Ha Kakgoro COTpyAHWKa B nNpegenax ero LOSMKHOCTHbLIX MOSIHOMOYUIA 3a
HecobniogeHne pernaMmeHTUpyrLwmx  OOKYMEHTOB B obnactu obecneyveHns
MHopMaUnoHHon B6e3onacHoCTy;

- MUHUMM3AUMS TMOMHOMOYMKA — npegnonaraet npenocTaBfieHnMe npaB gocTyna
COTPYAHMKaM K MH(OPMaLMOHHBIM pecypcam B TOM ciyyae u obbeme, Heobxoanmom ans
Ka4yeCTBEHHOr0O BbINOSIHEHNS CBOMX CYXeBHbIX (TPYyaoBbIX) 0653aHHOCTEN;



- CBOEBPEMEHHOCTb — npeanonaraeT CBOEBPEMEHHOCTb BbISIBNEHWS npobnem,
CBA3aHHbIX C obecneyeHveM WHAPOPMaUMOHHOW 6e30nacHOCTU, M OBHapyXeHue Yrpos
6e3onacHoOCTM nHopmaumn, NOTEHUMANbHO CNOCOOHbBIX HAaHeCT yuepo;

- KOMMMEeKCHbIN  nogaxon —  nNpeanonaraeT  BCECTOPOHHee  obecrnieveHue
MHOPMaLMOHHOM Ge3onacHOCTU 1M NpeaycMaTpyBaeT MUCMONb30BaHWE B3aMMOYBSA3aHHbIX
NPOrpaMMHO - TEXHUYECKMX, OpraHW3auMOHHbIX, NPaBOBbIX Mep obecrneyeHus

MHOpMaLUNOHHOM 6e30MacHOCTUN Ha e4MHON KOHLIENTYyanbHOW OCHOBE;

- HenpepbIBHOCTb — MpegnonaraeT HenpepbiBHbIN, LeneHanpaBfeHHbIN nNpouecc no
BbISIBIIEHNIO YIPO3 MHGOPMALMOHHOM BE30MacHOCTU U NPUHATUIO aeKBaTHbIX Mep 3aLUThbl
PYKOBOACTBOM, nogpasaeneHnem 6e30nacHoOCTv 1 COTpygHuKamn AgMUHUCTpauuu;

- COBEpLUEHCTBOBaHME — Mpegnornaraet MNOCTOSHHOE COBEPLLUEHCTBOBAHWE Mep U
cpencTB 3awWmThl MHhopMaL MM Ha OCHOBE MOAEPHU3ALNM OPraHN3aLMOHHBIX N TEXHUYECKUNX
peLleHnin, KaapoBOro coctasa, aHanmsa yHKUMOHNPOBaHNA MHOOPMALMOHHOW CUCTEMBI U
CUCTEMbI ee 3aLLUNTbl C y4eTOM U3MEHEHUIN B METOAAX N CcpeacTBax nepexsara MHopmaLmu,
obs13aTenbHbIX TpeboBaHMI Mo 3awmTe NHpopMaumn;

- B3aMMOOENCTBME W COTPYAHMYECTBO — npegnonaraeT cosgaHve 6GraronpuaTHOM
aTtmocdepbl B KONMEKTUBaX CTPYKTYPHbIX noapasaeneHunin. B Takon obctaHoBKe COTPYAHUKM
OOSDKHbI  OCO3HaHHO cobniogaTth YCTaHOBMEHHblIe MpaBuia M OKasbiBaTb copencTeue
AEeATENbHOCTM OTBETCTBEHHbIX 3a obecnevyeHne uHpopmaumoHHon 6GesonacHocTu. Bce
COTPYOHVKM OO0SDKHbI MOHMMAaTbL CBOK Pposib B npouecce obecrneyeHns MHPOpMaLMOHHOM
6e30nacHOCTM 1 NPUHUMATL y4acTue B 3TOM npouecce;

- rMbKoCcTb cCuUCTEMbl 3awmtbl — cuctema obecnevyeHnsi WHPOPMALNOHHOM
BGesonacHocTM gofmkHa ObiTb cnocobHa pearMpoBaTb HAa U3MEHEHUSI BHELWHEW cpeabl U
yCrioBui ocyLiecTsneHmss AODMUHUCTpaLMEn CBOMX NOSTHOMOYMA. B yncno Taknux nameHeHum
BXOOAT U3MEHEHUSA OpraHM3auuoHHOM U LUTATHOW CTPYKTYPbl; MUBMEHEHME CYLLECTBYHOLLNX
NN BHeAPEHME NPUHLUMANANBHO HOBbIX MHAPOPMALMOHHbLIX CUCTEM, TEXHUYECKUX CPEACTB;

- 0O0CHOBAHHOCTL M TEXHUYECKAs peanudyemocTb — MHGOPMaLMOHHbLIE TEXHOMOMMN,
TEXHMYECKME U NporpaMMHbIe CPeacTBa, CpeacTBa U Mepbl 3awWmnTbl MHopMaL M OOMKHbI
OblTb peann3oBaHbl Ha COBPEMEHHOM YPOBHE PasBUTUS HaAYKM U TEXHUKKW, OBOCHOBaHbI C
TOYKM 3pEHNA OOCTWXKEHUS 3afaHHOro ypoBHSA 6e3onacHoOCTM  uMHopmaumMm wn
9KOHOMMYECKOW LienecoobpasHOCTN, a Takke AOSMKHbI COOTBETCTBOBATb YCTAHOBIIEHHbLIM
HopMaM n TpeboBaHMAM MO MHAOPMaLMOHHOM 6e30MacHOCTH;

- 06a3aTEeNbHOCTb KOHTPONSA — npegnonaraet o06s3aTenbHOCTb U CBOEBPEMEHHOCTb
BbISIBIIEHNS U MpeceyYeHnss MOMbITOK HapyLleHUs YCTaHOBMEHHbIX npasusi obecnevyeHus
MHopMaumnoHHon 6e3onacHoCTU. BbisiBNEHHblE HegocTaTkKm cucTemMbl  obecneyeHus
MHGOPMaLUNOHHON ©Ge30MacHOCTM AOMKHbI  HeMeaneHHo [OO0BOAUTLCS A0 CBeAeHus
pykoBoauMTensa AAMUHUCTPaLMK, a TakKe ONepaTUBHO YCTPAHATLCA.

Paspen X. TpeboBaHuA K opraHmM3auum obecnevyeHuss 6e3onacHoCcTU
MH(OPMALMNOHHBLIX CUCTEM

19. ObBecneyeHne Ge3onacHOCTM MHGOPMaUnUK, cogepXallencs B UHPOPMaLNOHHOM
cucTeMe, SBNAETCA COCTaBHOM 4acTblo paboT no co3gaHuio M 3Kcnnyataumm
NHpOpMaLMOHHOM cucTteMbl U obecnevnBaeTcs Ha BCex cTagusax (dTanax) ee cosgaHus, B
Xoe aKcnnyataumm M BblBOAA W3 JKCnnyataumm nytem NPUHATUS OpPraHU3aunoHHbIX U
TEXHUYECKMX Mep  3aluTbl  MHGOPMAaLMK, HanpaBneHHbiX Ha  OGnokupoBaHue
(HenTpanusaumio) yrpo3 6GesonacHoOCTM WHdOpMauum B WMHGOPMAULMOHHOW cucteme, B
pamkax CUMCTEMbI (MOACUCTEMbI) 3aLUTbl MHOPMaLMN MHPOPMALIMOHHOM CUCTEMbI.

20. [Ons obGecneyeHnss 6Ge3onacHOCTM  WMHOPMauuKn, codepXxaliencs B
NHOPMaLMOHHON cUCTEME, NPOBOAATCS CreayoLmne MeponpusaTms:

- dopmupoBaHne TpeboBaHuM K 3awmTte MHGOPMaLMK, COAEPXKALLENCA B
MHJOPMAaLMOHHOWN CUCTEME,;



- pa3paboTka cucTemMbl 3amnTbl MHOPMaUMN HHOOPMaALVMOHHON CUCTEMbI;

- BHEAPEHME CUCTEMbI 3amMTbl MHGOPMaLMn MHHOOPMaLVMOHHON CUCTEMbI;

- aTTecTauus MHPOPMAaLMOHHON CUCTEMbI MO TpeboBaHMAM 3almTbl MHPOPMaLUKN 1
BBOJ ee B eNCTBUE;

- obecneyeHve 3aWwmTbl WMHOPMaUMM B Xode IKcnnyataumm aTTecTOBaHHOM
MHGOPMaLNOHHOW CUCTEMDI;

- obecneyveHve 3alMTbl UHPOPMALUKM NMPU BbIBOAE M3 JKCMnyaTaunm atTeCToBaHHOM
MH(POPMALMOHHON CUCTEMbI MW NOCMe MNPUHATUS pelleHns 06 OKOH4YaHun o06paboTku
NHdopMaLun.

21. na npoBeaeHuns paboT no obecneyeHnto 6e30MacHOCTU MHOpMauuK B xone
co3daHus 1 aKkcnnyataumm uHGOpPMaLMOHHOM cucTeMbl obnagaTtenem uHpopmaumm
(3akaszymkoM) B COOTBETCTBUM C 3akoHogaTtenscTtBoM Poccuiickon ®degepaummn npu
Heo6Xo4MMOCTN MPUBIEKAOTCA OpraHnsaunn, NMeLmne NUUEH3N Ha AesaTenbHOCTb Mo
TeXHUYeCcKon 3aLmTe KoHUAeHUnaneHom nHopmaumn.

Paspen XI. Mogenu yrpo3s

22. Mogenwu yrpo3 aBndaoTcs onpeaensaiowmnMmm Npu passepTbiBaHUN, NogAepXXaHUU U
COBEpPLUEHCTBOBaHMUN cucTembl obecneveHnsa b B AMUHUCTpaumu.

NCTOYHMKM yrpo3, yAa3BUMOCTU N OBBbEKTbI HanageHWn, NpUrogHble Ans peanvsaumnm
YS1I3BMMOCTU, TUMNbl BO3MOXHbIX NOTEPb, MaclTabbl NoTeHUManNbHOro yuiepba onpeaensatoTca
AOKyMeHToM «Mopenu yrpos».

Paspen Xll. OTBeTCTBEHHbIe 3a o6ecnevyeHne MH(poOpMaLMOHHON
6e3onacHocTM B AOMUHUCTpaLUmn

22. [na HenocpeACTBEHHOW opraHusauum n 3pdekTUBHOIO GYHKLUNOHNPOBAHUS
cuctembl obecnevyeHus MHgopmaumoHHon 6e3onacHocTM B AgmuHucTpauuu [nason
AnbMeHeBCKOro  MyHuuunanbHoro  okpyra  KypraHckom  obnactm  HasHadaeTtcs
nogpasgeneHve nnu AOOSMKHOCTHOe nuuo (COTPYOHUK), OTBETCTBEHHoe 3a obecneyeHue
MHOPMaLMNOHHON B6e30MacHOCTH.

23. Ha 9at0 nogpasgeneHve (COTpyAHWKA) BO3NaraeTcd pelleHue creayroumx
OCHOBHbIX 3a4au:

- aHanua Tekyllero coctosiHus obecrneyeHus MHGpopMaUMoHHON Be30onacHOCTN B
AOMUHUCTpaUuu;

- opraHusauus MeponpusaTMi KU KoopauvHauus paboT Bcex noapasfeneHnun no
obecneyeHunto MHdopmaLmoHHOM 6e3onacHOCTY;

- KOHTPOSfb W oueHKa 3PEEKTUBHOCTU MPUHATBIX Mep U MNPUMEHSIEMbIX CPencTB
3aWnTbl MHhopMaLmu.

24. OcHoBHble dyHKUUK nogpasgeneHus (coTpygHuka) obecneyeHns
MHPOPMaLMOHHOM BE30MacHOCTM 3aKnNiovatTCs B CneayoLeMm:

- (opmupoBaHne TpeboBaHM K cucteme obecnedeHuss MHGpOopPMaLMOHHON
GesonacHOCTM B npouecce CO30aHUA W JanbHEWWero pasBUTUS  CYLLECTBYHOLLMX
KOMMOHEHTOB MHGOPMALMOHHOM CUCTEMBI;

- yyactme B NPOEKTMPOBAHUM CUCTEMbI ObecneyeHnss UHGOPMaLMOHHON
6e30nacHOCTU, ee UCMbITaHUAX 1 BBOAE B 3KCMyaTaumIo;

- obecnevyeHne PyHKLUNOHMPOBAHWS CUCTEMBI 3aLUTbl MHPOPMaLMK 1 ee 3NIEMEHTOB,
BKIOYaa ynpasrieHMe KpuntorpauyecknumMmm cuctemamum;

- 0byyeHune nonb3oBaTenen M obCcnyxmBawLero nepcoHana npasunam obpaboTku
NHdopMauunu;

- OKasaHve MeToOu4ecKOM MnOMOLUM COTpyaHWKam B Bonpocax obecneveHus
MHOopMaUNoHHOM Be3onacHoCTY;



- KOHTpOnb 3a cobnogeHnem nonb3oBaTensaMuv U 0b6CnyXuBarLWMM nepcoHanomM
yCTaHOBMEHHbIX NpaBun obpalleHnsa ¢ KoHuaeHUManbHON NHopmauven;

- OopraHusauus no ykasaHuIo pyKoBOACTBa CryXebHoro paccrnegoBaHus Mo akram
HapyLleHns npasun obpalleHnst ¢ KoHUaeHUManbHoON nHpopmaumnen n obopynoBaHNeM;

- NPUHATME MeP NPU NOMbITKaX HECAHKLMOHMPOBAHHOMO AOCTYNa K MHPOPMaLUMOHHbIM
pecypcaM U KOMMOHEHTaM CUCTEMbl UMW MPU HapyweHnax npasuil YHKLMOHUPOBaHUS
CUCTEMbI 3aLLUMThI;

- yyactme B paboTe MO BbISABMAEHUIO U YCTPAHEHUIO KOMMbIOTEPHbIX WMHUMOEHTOB
MHopMaLUNOHHOM B6e30MacHOCTN.

Paspen Xlll. OCHOBHble OpraHM3auuoOHHbIe, TeXHU4YeCKue 1 npaBoBbie Mepbl
obecneyeHnsa 6esonacHocTu nHpopmaumm

25. Mepbl 3awmTbl MHopMauun B AgMUHUCTpaUMM BKNOYaloT B cebsa npaBoBble,
OpraHu3auuoHHble, TexXHW4YeckMe W dQuanyeckme Mepbl, a Takke nNpUMEHeHune
Kpuntorpadnyeckux MeToAOB W CPeacTB 3almTbl MHopmaumn, HeobxoaumbiX Ans
obecnevyeHns HopMaUNoHHON 6e30nacHOCTN.

26. K npaBoBbiM (3akoHogaTenbHbiM) Mepam obecnedyeHns ©GesonacHOCTU
NHGOPMAaLMOHHBIX CUCTEM OTHOCATCA AeuncTsytowme B Poccnnckon denepaunmn npaBoBble
aKkTbl, pernameHTupyloLwue npasuna obpalleHus ¢ tHopmauuen, 3akpennawoLwme npasa u
00513aHHOCTM YYaCTHUKOB WHGOPMALMOHHBLIX OTHOLIEHUW B npouecce ee obpaboTkm u
MCNONb30BaHUs, a Takke yCTaHaBNMBaKLMEe OTBETCTBEHHOCTb 3a HAPYLUEHUSA NPUHATLIX B
HWUX NpaBwn.

Jinua, BMHOBHbIE B HapyweHun obasaTtenbHblXx TpeboBaHuMM no obecrneyeHuto
MHpOpMaLUNOHHON ©e30nNacHOCTU, HeCcyT OUCUMMAMHAPHYI, [paXXaaHCKO-NpaBoOBY!I,
aAMUHUCTPATUBHYIO UMM YrOfIOBHYHO  OTBETCTBEHHOCTb B COOTBETCTBUM  C
3akoHogartenbcTtBoM Poccuickon denepaumn.

[MpaBoBble Mepbl 3alMTbl  WMHOPMAUUM HOCAT B OCHOBHOM ynpeXaaroLuin,
NpPoOUNaKkTUYEeCKMn Xapaktep W TpeOylT MNOCTOAHHON pa3bACHUTENbHOW paboTbl C
nonb3oBaTenaMn n 06CNyXMBatoLLMM NEPCOHANIOM UHPOPMALMOHHON CUCTEMBI.

27. K opraHusaumoHHbIM Mepam obecneyeHus 6e3onacHOCTU MHAOPMAaLUMOHHBIX
CUCTEM OTHOCATCS Mepbl OpraHM3auWoOHHOrO XapakTepa, perflaMeHTupylowme npoLecchl
PYHKUNOHUPOBAHUS ~ UH(POPMALMOHHBIX ~ CUCTEM,  MCMOMb30OBaHWE WX  Pecypcos,
AeATeNbHOCTb 0B6CNYXMBAIOLLEro NepcoHana, a Takke nopsiaok obpalleHna nonb3oBaTtenemn
MHOpMaUUN C MHPOPMALMOHHBIMM CUCTEMaMKU Takmm obpas3om, 4YToObl B HanbonbLuen
cTeneHn 3aTpyaHnUTb B0 UCKMYUTE BO3MOXHOCTL peanusaumnn yrpo3 nHgpopmaLMOHHOM
6e3onacHoCTH, CHU3UTb pa3mep NoTepb B Criyyae peanusawmm yrpos.

28. TexHudveckne mepbl obecnedyeHus 6e30MacHOCTU MHAOPMALUNOHHBLIX CUCTEM
OCHOBaHbl Ha MCMNOMNb30BaHUN €ANHbBIX NPOrPaAMMHBIX U TEXHUYECKUX CPEeACTB, BXOASLWMNX B
COCTaB MHMOPMALMOHHBIX CUCTEM U BbIMOMHAOLWMNX CAMOCTOATENBHO UMW B KOMMEKce C
ApyrMMun cpencteamm (OyHKUMM 3almThbl. TexHu4eckne mepbl obecnedeHnss 6e3onacHoCcTn
MHPOPMALMOHHBIX CUCTEM peanusyloTcs, B TOM Yucne nocpeacTtBoM NpUMEHEHNsa cpeacTs
3aWmTbl MHoOpMauMM, nNpoLeaWwnX OLEHKY COOTBETCTBMA B dopme o006si3aTtenbHom
cepTumKaummn Ha cooTBeTCcTBNE TpeboBaHMsaM No 6e3onacHOCTM MHGOPMaLMK.

29. [MpuvMeHeHVe OpraHn3aumMoHHbIX M TEXHUYECKMX Mep 3awuTbl MHOpMaLmK,
peanuayemMbix B MHPOPMAaLMOHHbLIX CUCTEMAaX B paMKax UX CUCTEM 3alunTbl MHopMaumm, B
3aBUCMMOCTU OT Yyrpo3 6e3onacHOCTU WMHopMaunn, MUCNOoNb3yeMblX MHEHPOPMALMOHHBLIX
TEXHOMNOMMA U CTPYKTYPHO-(PYHKUMOHANbHbLIX XapaKTEPUCTUK MHAOPMALMOHHBLIX CUCTEM
AOMMKHbI obecnevnBaThb:

- MAEHTUMUKaUNIO N ayTeHTUUKaunio cybbekToB JoCTyna M oObekToB AoCTyna; -
yrnpasrieHne JOCTynom cybbekToB AOCTyna K o6bektam AoCTyna;

- OrpaHMYeHne NporpaMMHoON cpeapl;



- 3aWMTy MaLUWHHbIX HOCUTENen NHpopmauuu;

- peructpaumto cobbiTnn 6e3onacHocTy;

- @HTMBUPYCHYIO 3aLUUTY;

- OBHapyXeHne BTOPXKEHWM;

- KOHTPOSb (aHaNu3) 3aLLnLLEHHOCTU MHOoPMaLNK;

- obecneyeHme LenoCTHOCTN NHPOPMALIMOHHOM CUCTEMBI U MHCDOPMaLWW;

- obecneyeHne JOCTYNHOCTU NHPOPMaLWK; - 3alnTy cpedbl BUpTyanu3sauuu; - 3amTy
TEXHUYECKUX CPEeACTB;

- 3alWUTY UHPOPMALMOHHOW CUCTEMBI, €e CPeacTB, CUCTEM CBA3M U Nepedayum LaHHbIX,
B TOM u4ucne, nocpeacTtBOM MPUMEHEHUS aKTUBHbIX M MACCUBHbLIX CPeACTB 3aluuThbl
nHpopmauun, obpabaTbiBaeMONn TEXHUYECKUMM CpeacTBaMu MH(POPMALMOHHBIX CUCTEM U
LUMPKyNUpYytoLen B NomMeLleHNAxX 06bekTa OT YTEYKM MO TEXHUYECKUM KaHanam.

30. OpraHun3aLumnoHHbIe N TEXHUYECKME Mepbl 3alMTbl UHpOpMauuKn, peanusyembole B
pamkax CUCTeMbl 3aluTbl UHPOPMaLUN MHAPOPMALMOHHON CUCTEMbI, B 3aBUCMMOCTU OT
WHOpMaUuK, coaepxawienca B  WMHPOPMALMOHHOW  cCUCTEMe, Lenen  co3gaHus
WHOPMALUNOHHON CUCTEMbI W 3ajad, pellaemMbiX 3TOM WMHGPOPMALMOHHOM CUCTEMOM,
OOMKHbI BbITb HanpaBneHbl Ha obecneyeHne KOHPUAEHLMANbHOCTH, LENOCTHOCTU W
AOCTYNHOCTU MHCpOpMaLMK.

AOMUHUCTPaAUMM  HEOOXOAMMO OPUEHTUPOBATLCA Ha BbIGOP OTEYECTBEHHOMO
NpPOrpamMmMHOro n NHPOPMALMOHHO-TENEKOMMYHUKALIMOHHOIO obopynosaHus,
cooTBeTCTBYylOWEro TpeboBaHUAM  UHGOpPMaUUOHHON  6e30macHOCTH, 4TO  Takke
COOTBETCTBYET TeKkyleMmy Kypcy umMmnopTo3amelleHna [lpaButensctBa Poccurckon
depepauyum.

31. Kpuntorpadguyeckue metoabl 1 cpeactea 3awmtbl (qanee — CK3W) ncnonbaytotca
ans obecneyeHnss MHGopmaumoHHon ©GesonacHocTn. OpraHusdauusi B AAMUHUCTpaUmUK
cucTeMbl MHpOpMaLMOHHOM 6e30NacHOCTM Ha OCHOBE MHMPPACTPYKTYPbI C UCMOSNb30BaHNEM
CK3W/ no3sonut pewnTb 3agauuu:

- opraHusaumm obecnevyeHns 3aluLEeHHOro AOKYMeHTOobopoTa C MCMNoSib30BaHUEM
NMEIOLLNXCH CUCTEM, KaK BHYTPW, TaK 1 NPU B3aMMOOTHOLLEHUAX C APYITMMIN OpraHuM3aumsiMu.
OTO no3BONUT MOBbLICUTL  3(PEPEKTUBHOCTL W CHU3UTL HaKNagHble pacxodbl Ha
aAMWHNCTPUPOBAHME CUCTEMbI U MCNOSb30BaTb €AUHbIE CTaHOAPThl 3aWUTbl AaHHbIX;

- peanu3aumm LEHTPanM3oBaHHO KOHTPOMMPYEMOW CUCTEMbl WHGOPMAaLVOHHOMN
6GesonacHoCTK, NpU 3TOM rMBKON 1 JMHAMUYECKU YNpaBnsaemMon;

- YHMBepcanmsauum metogoB obecnedyeHus AocTyna nonb3oBaTtenen n 3awmTtbl Ans
CUCTEMbI 3NEKTPOHHON MOoYThbI, cucTembl goctyna B MKC «HTepHeT» n apyrmx CUCTEM C
MCNONMb30BaHMEM YXE WMEKLNXCA B 3TUX MPUMOXKEHUSIX MexaHu3MoB obecneveHus
MHopMaLUNOHHON B6e3onacHoOCTY;

- MCMOMb30BaHUA MMEKLWMXCA peanu3aumin  pOCCUNCKUX  KpUnTorpaguyeckmx
anropuTMOB B Onepauusix C cepTudukatamum UM NpuM  3alimMTe  3NEKTPOHHOro
AOKyMeHToobopoTa.

32. Wcnonb3oBaHne CK3W pgna obecneyeHnss ©GesonacHocTM  mHopmaumm
HeobXxoauMo B criyvasix, ecnu:

- uvH(opMauus noanexut  Kpuntorpadouyeckon 3awmte B COOTBETCTBUMM C
3akoHogartenscTtBoM Poccuiickon ®eagepaumm;

- B MWH(OPMALMOHHOW CUCTEME CYLLECTBYIOT Yrpo3bl, KOTOpble MOryT ObITb
HEeNTpann3oBaHbl TONIbKO C MOMOLLIbIO AaHHbIX CPeacTB (nepenada nHdopmalrmMm no kKaHanam
CBSI3W, HE 3alUMLLEHHbIM OT nepexesaTa HapyLlmMTenem nepegasaemMon No HUM nHopmMaumm
MNN OT HECaHKLMOHMPOBAHHbLIX BO3AEWCTBMMA Ha 3Ty WHdopmauuo (Hanpumep, npu
nepefaye wHgopmMauun, copepxawen ceBefeHUs KOH(UAeHUMarnbHOro xapakrepa, no
NHPOPMALNOHHO-TENTEKOMMYHUKALMOHHBIM ~ CETAM  0obLWero  nofib30BaHUSA;  XpaHeHue
WHpopMauun Ha HOCUTENAX, HECAHKUMOHMPOBAHHbLIA OOCTYN K KOTOPbIM CO CTOPOHbI



HapyLwMTeNs He MOXeT ObiTb MCKMIOYEH C MOMOLLbIO HE KpunTorpaduyecknx MeTonoB U
cnoco6oB).

Mpwn npumeHeHnn CK3U tpebyeTca yuntbiBaThb:

- Kpuntorpaduyeckasa 3awmta nHpopmMaumm MoOXeT ObiTb obecnedeHa npu ycrnoBum
OTCYTCTBMSI BO3MOXHOCTM HECAHKLMOHMPOBAHHOIO [OCTyNa HapywmuTenst K KI4YeBOn
nHgopmauunm CK3WU;

- CK3U obecneumBaloT 3awmTy MHopMaumm npmn ycnosum cobnogeHmst tpebosaHmm
aKCnnyaTauNoHHO-TeXHMYeckon aokymeHtaumm Ha CK3WM un TpeboBaHun [EeNCTBYHOLLMX
HOPMaTMBHbIX NPaBOBbIX JOKYMEHTOB B 06r1acTn peanunsauum u akcnnyataumm CK3U;

- ana obecnedyeHus 6e3onacHoCTM uHdopmaumm npu  ux obpaboTke B
MHPOPMALMOHHBLIX ~ CUCTEMaAX  [LOSKHbl  ucnonb3oBatbcss CK3W, npoweawve B
YyCTaHOBJIEHHOM NOPSAKE npouenypy oLueHKM COOTBETCTBUS.

33. ®dusnyeckme Mepbl 3aWMTbl OCHOBaHbl Ha MPUMMEHEHMM pasHOro poaa
MEXaHWYECKNX, SMEKTPOHHbIX WM 3NEKTPOHHO-MEXAHNYECKMX YCTPOWCTB U COOPYXKEHWUN,
crneumanbHO npegHasHavyeHHbIX A9 Cco34aHnsa U3MYECcKUX NPEenaTCTBUM Ha BO3MOXHbIX
NyTAX NPOHMKHOBEHMS U JOCTYNa NOTeHUManbHbIX HapyLUMTENen K KOMNOHEHTaM CUCTEMbI U
3awmuaemon MHopmaumm, a Takke TEeXHUYECKUX CPenCTB Bu3yarnbHOro HabnwoaeHus,
CBSI3M M OXPaHHOW CUrHAnNu3auumn.

dunsnyeckasa sawmrta 3gaHuin, nomMeLleHun, obbeKTOB M CpeacTB MHGopmaTusaumm
OCYyLLEeCTBNAeTCs NyTeM YCTaHOBMEHUA COOTBETCTBYIOLUMX MOCTOB OXpPaHbl, C MOMOLLbIO
TEXHUYECKMX CPEOCTB OXPaHbl Un NobbiMy ApyrnmMm cnocobamu, NpeoTBpaLlaoLLMMn Nnu
CYLLECTBEHHO 3aTPYyAHSAIOWMMM MPOHUKHOBEHME B HUX MOCTOPOHHUX UL, XULLEHWE
AOKYMEHTOB W HOcCUTeNen WHgopmaumm, camux CpeactB MHgopmaTusauuu, a Takke
NCKNIOYaOLWMMN HaXoXaeHNe BHYTPU KOHTPONMPYEMOW (OXpaHAeMOM) 30Hbl TEXHUYECKNX
CpeLCcTB CbeMa MHGOpPMaLInN.

Pasgen XIV. lNopsaaok pearpoBaHUA Ha KOMNbIOTEPHbIE UHLUUAEHTbI

34. 3a BbIsiBfieHNe 1 pearMpoBaHne Ha MHUMAEHTbI MHpOpMaUnoHHOM 6e30nacHOCTU B
AOMWHMCTPaALMM Ha3HavaeTCcs OTBETCTBEHHOE Nuuo K3 CcocTaBa noAapasgeneHus
(CoTpyAaHuK), OTBETCTBEHHOIO 3a obecnevyeHne NHPopMaLMOHHON BGe30MNacHOCTMW.

35. PearnpoBaHne Ha KOMMbIOTEPHbIE MHLUMAEHTbI BKNtOYaeT B cebsi BbINOSHEHME
cneayroLwmnx MeponpusTUn:

- (MKCauul COCTOSHMA UM aHanu3 OO0bekToB MHAOPMALMOHHBbIX pPEeCypCcoB,
BOBJI€YEHHbIX B MHLMAEHT;

- KoOpAnHaUM0 AEeATENbHOCTU MO MNPEKpaLLEeHNo BO3OENCTBUSA KOMMNbIOTEPHbLIX aTak,
npoBefeHne KOTOPbIX Bbl3Bano BO3HUKHOBEHME MHUMAOEHTA;

- bMKcaumio M aHanuM3 ceTeBoro Tpadumka, UMpKynupylowero B MH(pOPMaLNOHHOM
pecypce, BOBIIEYEHHOM B MHUMAEHT;

- onpegeneHve nNpUYMH UWHUMOEHTA W BO3MOXHbIX €ro nocneacTsvi  Ansg
MHGOPMAaLMOHHOIO pecypca:

- MEPBUYHbIN aHaNM3 MHUUOEHTA;

- KOMMSEKCHbIA aHanu3 MHUMAEHTA;

- NoKanu3aumio MHUNOEHTAa;

- cbop cBefeHUN 4N NOCneayrLero yCTaHOBEHUS NPUYMH MHLUMAEHTA;

- NNaHMpPOBaHWe Mep No NUKBMAALNN NOCNEACTBUIA MHUMAEHTA;

- NNKBMAAUMIO NOCNEACTBUN UHLUNOEHTA;

- KOHTPOSb NIMKBMAALMM NOCNEACTBUN.

PelweHns AOMKHbI NPUHUMATBCA OTAENBHO ANS KaXK4oro MHOpMaLMOHHOIo pecypca,
3aTPOHYTOrO0 KOMMbIOTEPHBIM UHLUMAEHTOM.



Pasgen XV. O6yyeHue COTPYAHUKOB U NOBbILEHNUe 0CBEAOMIIEHHOCTHU B
Bonpocax obecne4yeHns nHpopmMmaLMoOHHON 6e30nNacHOCTU

36. Bce nonb3oBaTtenn MHPOPMALMOHHON CUCTEMbI B AOMUHUCTPaLMM AOIMKHbI ObiTb
O3HaKOMJIEHblI C OpraHM3auUnOHHO-PacnoOPSANTENbHBIMU AOKYMEHTaMM NO obecneveHuto
MHOPMaLUMNOHHOM ©Ge30onacHOCTM, B 4acTW, WX Kacalllencsl, [OOMMKHbl 3HaTb WU
HEYKOCHUTESbHO BbIMNOMHATL MHCTPYKUMN U 3HATb obuime oba3aHHOCTM no obecneyeHunto
6esonacHoOCTM MHOpMaL K.

37. JoBeneHne TpeboBaHUI yKa3aHHbIX AOKYMEHTOB [0 NUL, AoNYLLEHHbIX K 00paboTke
3almLLLIaemMon MHpopmauum, ocyLLeCcTBASIETCS Nog NO4NUCh.

Monb3oBaTtenu MHPOPMALMOHHON CUCTEMbI AOSTKHbI OblTb O3HAKOMSEHbI CO CBOUM
YPOBHEM MOSIHOMOYMIA, a TaKkKe OpraHU3aunOHHO-PacnopPSAAMTENbHON, HOPMAaTUBHOW,
TEXHUYECKOM N SKCNIyaTaunMoHHOM OKYMEHTaUmMen, onpeaenstowen TpebosaHns 1 nopsagok
06paboTkun KoHMAEHLMaNbHON MHpOpMaLU.

38. Llenbto oby4eHnsa cOTPyOHMKOB SIBASIETCH, CHWXKEHME MNOoTepb (MaTepuanbHbIX,
(PUHaHCOBbIX, Yywepb penytTauMm wn T.4.) OT Yrpo3, CBSA3@HHbIX C HE3HaAHWEM Wnn
HEeNnoOHMMaHMEM OCHOBHbIX TMOMOXEHUN 3akoHogaTtenbcTBa Poccunckon Pepnepaunn B
obnacTtn obecneveHns HopMaLNoHHoM 6e3onacHOCTU 1 NpaBuI NO 3awuTe nHpopmaumn.

39. 3agaun  nOBbIWEHUSA  OCBEOOMJSIEHHOCTW  COTPYOHMKOB B BOMpoOcax
MHGOPMaLNOHHOW BEe30MacHOCTU:

- MHOPMUPOBAHME COTPYOHMKOB O CYLLUECTBYHOLIMX yrpo3ax W npobnemax
NHpopMaLMOHHON 6e30MacHOCTK, KOTOPbIE MOTMYT BO3HWKHYTb NPWU aBTOMaTU3NMPOBAHHOM
obpaboTke MHdopmaLumm, 0GHOBMEHMNE UX TEOPETUYECKMX U MPAKTUYECKMX 3HaHMI B obnacTtu
obecneyveHuns MHpopmaunoHHON 6e3onacHoOCTY;

- AoBedeHne OO0 COTPYAHUKOB OCHOBHbLIX MOSIOXEHWW, OorpaHuvyeHun n tpeboBaHui
CYLLIECTBYIOLLMX HOpPMaTUBHO-pacNopAaNTENbHbIX AOKYMEHTOB NPUHATBIX B
AOMUHUCTpaUuu;

- BblpaboTka Yy COTPYAHMKOB YMEHWS OLEHMBATb BO3MOXHblE€ MOCMEACTBUS CBOUX
AENcTBMA (agekBaTHO OUEHMBaTb CBSA3AHHbIE C  HUMWU  PUCKM  MH(OPMaLMOHHOWN
BGesonacHocTn);

- BblpaboTka y COTPYOHMKOB MPMBBLIYEK, CMOCOOCTBYHOLMX MNOAAEPXKAHUKD BbICOKOMO
YPOBHSI MH(POpMaLMOHHON 6e30MacHOCTHU;

- BblpaboTka y COTPYAHWKOB ALMWHUCTPALMN YMEHUN (HaBLIKOB) MpaBUibHO U
onepaTtMBHO OENCTBOBATb MPM  BO3HUMKHOBEHUN  UHUMAEHTOB  MHAOPMALMOHHOM
©e3onacHocCTH;

- [JoBedeHWe [O COTpPyAHWMKOB uMX ob6a3aHHocTen B obnactn obecneyeHus
NHOPMALMNOHHOM 6e30NacHOCTM M CTENEHU WX OTBETCTBEHHOCTM B CIiyvyae YTEYKU
KOH(pmnaeHumansHoOn nHopmauuu;

- oueHka 9M@EKTUBHOCTN, pPasBUTME W COBEPLUEHCTBOBAHME MPOBOANMbIX
MepPOnNpPUATUA NO MHPOPMaLMOHHON 6€e30MacHOCTU B LIENTOM.

40. ®opmMbl M MeTOoAbl MNOBbLILWEHUS OCBEOOMIIEHHOCTU COTPYOHMKOB B obnactm
MHGOPMaLNOHHOW BEe30MacHOCTU:

- NUHCTPYKTaX Npu npueme Ha paborTy;

- NOBbILEHME KBanudmkaumm (Kypcbl, CEMUHapbl, TPEHUHI);

- AUCTaHUNOHHOE 0by4YeHue;

- UHCTPYKTaXW 1 3a4eTbl N0 NONOXEeHUAM 3akoHogaTenbcTBa Poccuiickon depepaumm
B obnactn obecneveHnst nHpopmaumoHHon 6esonacHocTr 1 MNonnTunkn.

Paspen XVI. KoHTponb cocTOsAHMA MHPOPMaLMOHHOW 6e30nacHOCTHU
41. KOHTpOnb COCTOSAHMSA NHOPMALMOHHON 6e30NacHOCTN OCYLLECTBSETCS C LIeNbto
CBOEBPEMEHHOIO BbISIBNEHNS] U NPEAOTBPALLEHNST YTEUYKM MHEOPMALUN NO TEXHUYECKUM
KaHanam, 3a CYeT HeCaHKUMOHMPOBAHHOIO AOCTYMa K HeW, a Takke npeaynpexaeHust



BO3MOXHbIX CreuuanbHbiX BO3AEWCTBUM, HamnpaBfeHHbIX Ha YHUYTOXEeHue MHopMauumu,
paspyLueHue cpeacTB MHpopmMaTmnsaumnu.

42. OcHOBHas 3afaya KOHTPOMS 3akniovaeTca B MNOfydYeHUU OOBLEKTUBHBLIX OLEHOK
Tekywero coctosHus  obecnedeHnss  MHOPMAUMOHHOM  Ge3onacHOCTM,  OueHKa
3(PPEKTUBHOCTU MNPUMEHSAEMbLIX Mep U TEeXHUYECKUX pelieHnn ans obecnedeHus
nHopMaunoHHON Be3onacHOCTU, OKasaHue MeTOOUYECKOW MNOMOLLM Mo obecnevyeHunto
3aWmTbl  MHopmMaumm, opraHudaumss paboTtbl no obecnevyeHnto KMHGPOPMALMOHHOM
6e3onacHocTL.

43. KoHTponb MOXeT MpoOBOAMTLCA  Kak noapasgeneHnem  obecneyeHus
MHpopMaUnoHHON 6e30MacHOCTK, Tak U NPUBNEKAEMbIMN AN1S1 9TOW Lienn opraHmM3aumsmu,
NMELLUMU NNLEH3UIO Ha 3TOT BUA AEATENbHOCTMU.

44. OueHka 9(peKkTMBHOCTM Mep 3aWwmTbl  MHOpMauMm nNpoBOAUTCH C
MCNOMb30BaHMEM TEXHUYECKMX U NPOrpaMMHbIX CPeACTB KOHTpPONs Ha npegmet
COOTBETCTBUSA YCTAHOBMNEHHBIM TPeOOBaHMAM.

Paspgen XVII. Nopsaok nepecmoTtpa Monutuku

45. NepecmMoTp HacToAwen MNMonnMTrUKKM NPON3BOAUTCA HE pexe O4HOro pasa B Tpu roga
N UMeeT Lenblo NpuBedeHne B COOTBETCTBME onpeenieHHbIX MonMTUKon 3almMTHBIX Mep K
pearbHbIM YCNOBUSAM U TEKYLLUMM TpeboBaHMsM No 3awmuTe nHopmaLmu.

Ynpasnswowun genamm
AoMuHMCTpauum AribMeHEBCKOIo
MyHuUMnanbHoro okpyra KypraHckon obnactu C.A. Bonkos



